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Ot 12 nexabpst 2022 r.

WH®OPMALIMOHHAS IAMSTKA
TUISI OBYYATIOIINXCS 1J151 PASMEIIEHUS
HA OPUINAJIBLHBIX THTEPHET-PECYPCAX

C KaXJbpIM TOZIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJbHUKU OJHU U3
caMbIX AKTHBHBIX Iosb3oBarenel PyHera. Mexay TeMm, IMOMMMO OTPOMHOIO KOJUYECTBA
BO3MOXHOCTEH, HHTEPHET HECeT M MpoOjeMbl. JTa maMsTKa JAO0JDKHA TOMOYb Tebe 0e30macHo
HaXOIWUTHCS B CETH.

KomnbsroTepHbie BUPYCHI

KoMnploTepHBII  BUPYC - 3TO  Pa3sHOBUAHOCTb  KOMIIBIOTEPHBIX  IIPOrpamm,
OTJIMYUTEIBHON OCOOCHHOCTBIO KOTOPOH SBISETCS CIOCOOHOCTh K pa3MHOXKeHHI0. B
JIONIOJTHEHUE K 3TOMY, BHPYChl MOT'YT HMOBPEAUTH WM IOJHOCTHIO YHHYTOXXKHUTh BCE (hailnibl U
JTaHHBIE, MOJKOHTPOJIbHBIC MOJH30BATENI0, OT MUMEHH KOTOPOTO ObLIa 3amylleHa 3apaKeHHas
nporpamMma, a TaKKe IMOBPEIUTh WIHM Ja)K€ YHUYTOXXKHUTH OIEPALIMOHHYIO CHCTEMY CO BCEMH
¢aiinamu B 1ienoM. B G0JIbIIMHCTBE ClTy4aeB paclpoCTPaHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToapl 3aIUTBI OT BPEJOHOCHBIX IIPOTPaMM:

1. Hcnons3yit coBpeMeHHbIE ONEPALIMOHHBIE CHCTEMBI, HMEIOIINE CEPHE3HbINA YPOBEHD
3alIUTHI OT BPEIOHOCHBIX IPOrpamM;

2. TlocTossHHO ycTaHaBnuBaii ma4t (UMQPOBBIE 3aIUIATKH, KOTOPHIE ABTOMATHYECKH
YCTAQHABIMBAIOTCS C 1I€7bI0 J0pabOTKM MpOrpaMMbl) M JApyrue OOHOBJIEHHS CBOEH
omnepanuoHHOM cucteMbl. CKaunBai UX TOJBKO ¢ oUIMAIbHOTO caifta pazpadorunka OC. Ecnu
CYLIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. Pa6oraii Ha CBOEM KOMITBIOTEPE MOJI PABAMH TI0JIH30BATENS, @ HE aIMMHUCTPATOPA.
OTO HE MO3BOJUT OOJBUIMHCTBY BPEAOHOCHBIX MPOrpaMM MHCTANIMPOBAThCA Ha TBOEM
NEePCOHAIbHOM KOMITbIOTEPE;

4. Wcnonb3yli aHTMBHPYCHBIE POTPAMMHBIE TIPOAYKTHI M3BECTHBIX ITPOM3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb GU3HYECKHUIT TOCTYI K KOMIIBIOTEPY JUIs TOCTOPOHHUX JIHII;

6. Vcnonb3yil BHENIHUE HOCHTENU MH(POPMAIMH, TaKUe Kak (IIenIKa, JUCK Wian Bain u3
HWHTCPHCTA, TOJILKO U3 IPOBCPCHHBIX HCTOYHHUKOB,

7. He oTKpbIBail KOMIILIOTEPHBIE (DaMJIbI, MONYUYEHHBIE M3 HEHAJEKHBIX MCTOYHUKOB.
Jaxxe Te (aitsipl, KOTOpbIE MpUCTAT TBOW 3HAKOMBIN. JIydiie yTOYHU y HEro, OTIPaBIsIT U OH
Tebe ux.

Ceru WI-FI

Wi-Fi - 3T0 He BuA mepenayu NaHHBIX, HE TEXHOJOTHS, a BCETo JUIIb OpeH 1, Mapka. Eme
B 1991 rony Humepnaniackas kommnanus 3apeructpupoBana opena «WECAy, uro o6o3Havaio
cioBocouetanue «Wireless Fidelity», koTopblii mepeBoIUTCS Kak «OeCIpOBOIHAS TOYHOCTD.

Jlo nHamero BpeMeHH Jomuia Jpyras abOpeBuarypa, KOTopas SBISIETCS Takoil ke
TexHonorue. Ito abbpeBuarypa «Wi-Fi». Takoe Ha3BaHHEe OBLIO JJAaHO C HAMEKOM Ha CTaHIApPT
BBICIICH 3BYKOBOM TexHHKH Hi-Fi, 4TO B mepeBojie 03HAYaET «BBICOKAS TOYHOCTHY.

Jla, OecraTHBIN WHTEPHET-AOCTYN B Kade, OTENsIX M adponopTax sBISETCS OTINYHOM
BO3MOKHOCTBIO BBIXO/Ia B MHT€pHET. HO MHOTME 3KCHepThl CUMTAIOT, YTO 001Ie0CTynHbIe Wi-
Fi cetu He sBnsitoTCS OE30MACHBIMU.

CoBeTbl 10 0€30MMacCHOCTH PabOTHI B OOIIETIOCTYIMHBIX ceTsaX Wi-fi:

1. He nepenasaii cBoro nmunyio uHbOpMAMIO udepe3 obmemoctymubie Wi-Fi cern.
PaboTast B HUX, JKeIaTeIbHO HE BBOIUTH MAPOJIN JOCTYIIA, JIOTUHBI U KaKHue- TO HOMEpa;



2. Vcnonb3yit 1 OOGHOBJIAAN aHTUBUPYCHBIE TIPOrpaMMbl M OpanaMayep. TeM caMbIM ThI
oOe3omnacuib celst OT 3aKaYKH BUpYyca Ha TBOE YCTPOICTBO;

3. lpu wucnonszosanuu Wi-Fi otkmoun ¢ynkumio «O0mmit goctyn k QaiinamMm u
npunTepam». JlaHHas ¢GyHKIMS 3aKpbiTa MO YMOJYaHHMIO, OJHAKO HEKOTOPBIE IMOJIb30BaTENN
aKTUBHPYIOT €€ I y1o0CTBa HCIOIB30BaHUS B paboTe UK yuebe;

4. He ucnone3yit my6muansiii WI-FI jis nepenaun JMYHBIX TaHHBIX, HAIPUMEDP JUIS
BBIXO/1a B COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO MOYTY;

5. Ucnone3yit TonbKo 3aiunienHoe coequnenue yepe3 HTTPS, a we HTTP, T.e. npu
Habope BeO-aapeca BBoau UMEHHO «https://»;

6.B wMmoOunmeHoM Tenedone orkmoun Qysknuo «[logkmouenme k  Wi-Fi  as-
TOMaTH4YecKuy». He momyckail aBTOMaTHYECKOTO MOIKIIOYECHHUS YCTpOHCTBA K ceTssMm Wi-Fi 6e3
TBOETO COIJIacusl.

CouuanbHbie ceTu

CouuanbHbple CeTH aKTUBHO BXOJAT B HAIy JKW3Hb, MHOTHE JIIOJM PabdOTAIOT M JKUBYT
TaM MOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MUJLIMApA YEJIOBEK, UYTO SIBISIETCS OJHOMN
celbMO BceX jkuTenell ruianeTsl. MHOTHME IMOJIb30BaTeNd HE MOHHMAIOT, YTO HMH(OpMaIms,
pa3MelieHHas UMH B COLIMAIbHBIX CETSAX, MOXKET OBITh HaiiieHa M UCIOJIb30BaHA KEM YTOJIHO, B
TOM YHCIIEe HE 0053aTeNbHO C OJaruMu HaMEPECHHSIMH.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH B COLIMATIBHBIX CETAX:

1. Orpannus cnmcox napyseii. Y Tebs B APY3bAX HE JOIDKHO OBITh CIOYYaWHBIX H
HE3HAKOMBIX JIFOJEH;

2. 3amumaii cBOX 4acTHyIO kM3Hb. He ykasbiBail maponm, TeneoHBI, aapeca, OaTy
TBOETO POXKICHUS U APYTyIO JUYHYIO MHGOPMAIUIO. 3T0YMBIIUIEHHUKH MOTYT MCIOJIb30BaTh
Jake MHQOPMAIIHIO O TOM, KaK Thl U TBOM POJIUTENH IJIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3ammmiaii CBOKO PEMyTALHUIO - IEPKH €€ B YUCTOTE U 3a/1aBail cebe BOIPOC: XOTeN Obl
ThI, YTOOBI JIPYTrUe MOJIb30BATENIN BHUJIENHU, YTO ThI 3arpyxkaems? Ilogymaii, mpexne yemM 4To-To
ONyOJIMKOBaTh, HAMUCATh U 3arPy3UTh;

4. Ecnu THI TOBOPHILB C JIFOIbMH, KOTOPBIX HE 3Hacllb, HE UCIOIB3YH CBOE pealbHOE
UM U IPYT'YIO JTUYHYIO HHPOPMAIMK: UMSI, MECTO KHUTEJIbCTBA, MECTO Y4eObl U MTpoYee;

5. Us0eraii pasmentenus gpororpaduii B MaTEpHETE, II€ TH N300paXKEH HA MECTHOCTH,
110 KOTOPOIl MOKHO ONIPEAEIUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucTpanuu B CONUANLHON CETH HEOOXOAMMO UCIIOIB30BaTh CIOMKHBIE MAPOJIH,
cocrosmnme u3 OyKB U U(p U ¢ KOTMIECTBOM 3HAKOB HE MEHee §;

7. Jlns couManbHON CETH, MOYTHI M JAPYrUX CAWTOB HEOOXOIUMO HWCIIOIb30BaTh Pa3HbIE
naponu. Toraa eciau 1e0si B3IIOMAIOT, TO 3JOYMBIIUIEHHUKH MOJIY4aT JOCTYI TOJBKO K OJTHOMY
MECTY, a HE BO BCE Cpasy.

ONEeKTPOHHBIE TEHBIH

DNEeKTPOHHBIE JIGHBIU - 3TO OYEHb YIOOHBIA CHOCOO TUIAaTEeXeil, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTST MOJY4YUTh 3TU JCHBIU.

ONEKTPOHHBIE JAECHBIM MOSBUINCH COBCEM HEJABHO M MMEHHO H3-3a 3TOTO BO MHOI'MX
rocyiapcTBax 10 CUX MOp HEe MPOMHCAHO PO HUX B 3aKOHAX.

B Poccum ke oHM (YHKIMOHHPYIOT M O HUX YK€ IMPOMUCAHO B 3aKOHE, IJIe HX
pa3nendioT Ha HECKOJIbKO BHUJIOB - QHOHMMHBIE M HE aHOHMMHbIE. Pa3Huiia B TOM, YTO
AQHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peuraercss MPOBOAUTH OMNepanuu 0e3 WACHTU(HUKALMU
HOJIb30BaTEsl, @ B HEAHOHUMHBIX MJICHTU(UKALINS 0JIb30BaTENA ABIISETCS 0053aTeIbHOM.

Taxke cregyer pa3znuyaTh 3JIEKTPOHHbIE (hUATHBIE NEHBIU (PaBHBI TOCYIApCTBEHHBIM
BaJIIOTaM) U JICKTPOHHBIE He(UATHBIC IEHbIU (HE paBHBI TOCYAApPCTBEHHBIM BaJlOTaM).

OcHOBHBIE COBETHI 110 0e30nacHOi paboTe ¢ 3JEKTPOHHBIMU JACHBIAMU:

1. TlpuBsbku K cyeTy MOOWJIBHBIA TeNePOoH. DTO camblii yIOOHBIA M OBICTPBIA CITOCOO
BOCCTAaHOBUTH JOCTYyHn K cuery. IlpuBs3aHHBIM Tene)oH NOMONKET, eciu 3a0yaenib CBOU
TJIATEXKHBIN NapOoJib WK 3ai/ICIIb Ha CAT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yii onHopa3oBble maponu. [locne mepexoma Ha YCHIIEHHYHO aBTOPHU3ALHUIO
Tebe y)xe He OyAeT yrpokaTh OMACHOCTh KPa)kH UJIU IepexBara IIaTexHOTo MapoJis;



3. Breibepu cnoxsbiii maponb. IIpectymHukam Oyaer HE MPOCTO YrajaaTh CIOXKHBIN
napoib. HajgexxHsle maposiu - 3T0 napoju, KOTOphIE COIepkKaT HE MEHEe 8 3HAKOB M BKJIIOUAIOT B
ce0st CTpOYHbIE U MPOMUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0JUIapa,
(yHTa, BOCKIIMIIATEeNBHBIH 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIUYHBIE JAHHBIC HA CalTaX, KOTOPBIM HE TOBEPSIENIb.

DneKTpOHHAas noYTa

DJNeKTpOHHAs MoYTa - 3TO TEXHOJIOTUS U MPEJOCTABISIEMBIE €10 YCIYTH 10 MEPECBUIKE U
MOJYYEHHUIO JJICKTPOHHBIX COOOIIEHUH, KOTOPHIE PACHpEleNsIFOTCS B KOMITBIOTEPHOH CETH.
OO06bI4HO AIEKTPOHHBIN MOYTOBBIN SIIIUAK BBITJISI AT CIEeAYIOUIUM obOpazom:
UMS_TIONh30BaTEeNsA(@UMsI_JIOMEHa. Takke KpoMmMe T[epelayd MpPOCTOro TEKCTa, HMEeeTcs
BO3MOKHOCTb IepeiaBaTh (paiiibl.

OCHOBHBIE COBETHI IO 0€30MacHO paboTe ¢ ANMEKTPOHHON MOUTOM:

1. Hazmo BEIGpaTh NpaBMIIBHEINA MOYTOBBIM CEpBHC. B MHTEPHETE €CTH OIPOMHBIN BEIOOD
OeCIIaTHBIX TMOYTOBBIX CEPBHCOB, OJTHAKO JIYYIIE JOBEPATh T€M, KOTO 3HACIIb U KTO TMEPBHIN B
pEUTHHTE;

2. He ykaswiBaii B JIUYHOM mouTe JuuHyl0 nH(opmanumio. Hanpumep, nydie BEIOpaTh
«MY3BIKaJIbHBIN (hanaT@» umn «pox2013» BMecTo «remal3»;

3. Ucnonb3yil NByX3TamHyl aBTOpU3AlUI0. OJTO KOrja MOMHUMO Hapojisi HYKHO
BBOJIUTH KOJI, MpUChUIaeMblii o SMS;

4. Bribepu crnoxHbI maponb. i KakXIOoro MOYTOBOTO SIIMKA JODKEH OBITh CBOM
HaJCKHBIN, YCTOMYMBBIN K B3JIOMY I1apOJib;

5. Ecam ecTh BO3MOXKHOCTH HAIMCATh CaMOMY CBOM JIMYHBIM BOIPOC, UCIOIB3YH 3Ty
BO3MOYHOCTB;

6. Ucnonb3yil HECKOJNBKO IIOYTOBBIX SIIMKOB. II€pBBIA I YacTHOM MEPENUCKH €
azpecaTaMu, KOTOPBIM Thl JOBEpSEIIb. JTO IEKTPOHHBIA aJpec HE HAJAO0 MCIOJb30BaTh IPH
peructpanuu Ha GopyMmax u cairtax;

7. He otkpeiBaii (ailyiel ¥ Apyrue BIOXKEHUS B MMCbMaX, HaXe €CIIM OHH IPHILIA OT
TBOUWX JIpy3el. JIydine yrounu y HUX, OTIPABIISUIN JTU OHU TeOe 3TH (ailiibl;

8. Iocne oxkoH4YaHMs PabOTHI HA MOYTOBOM CEPBHCE IIE€PE] 3aKPBITHEM BKIAIKU C
caiiToM He 3a0y/b HaXKaTh Ha «BBIATHY.

KubepOymmiHT Witk BUPTYaIbHOE U3AEBATEIHCTBO

KubepOymmuHr - mpecienoBaHHe COOOIICHUSIMH, COJEP)KAIUMH  OCKOPOJICHHSI,
arpeccHio, 3almyruBaHue; XYJIUTAaHCTBO; COLMAIbHOE OOWKOTUPOBAHUE C TIOMOIIBIO Pa3TUYHBIX
UHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 00pbOE ¢ KHOEPOYITMHIOM:

1. He Gpocaiics B 60ii. Jlyammii crioco6: MOCOBETOBATLCS KaK ce0S BECTH M, €CIU HET
TOTO, K KOMY MOXHO OOpaTUThCS, TO BHayalle YCIOKOUTHCSA. EcCIM Thl HauHENb OTBEYAThH
OCKOPOJIEHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €I11e OOJIbIe pa30sXKeTb KOH(INKT;

2. Ynpasnusii cBoel kuOeppenyranuei;

3. AnonumHOCT, B cetH MHMMas. CyIIECTBYIOT CHOCOOBI BBIACHHUTH, KTO CTOUT 3a
AQHOHMMHBIM AKKAYHTOM;

4. He cTOUT BECTH XYJIMIaHCKHI 00pa3 BUPTyaabHOMU sxu3HU. MHTEpHET QUKCHpPYET Bee
TBOM JCHCTBUS U COXpaHSCT UX. Y IaTUTh UX Oy/eT KpailHe 3aTPyIHUTEIHHO;

5. CoOmnrofaii CBOIO BUPTYaIbHYIO YECTH CMOJIOAY;

6. Urnopupyii enuununbli HeratuB. OIHOPA30BBIE OCKOPOMTENBHBIE COOOLICHHUS
Ay4iie urHopupoBatb. OOBIYHO arpeccusi MpeKkpalaeTcs Ha Ha4yaJIbHOM CTaluu;

7. Ban arpeccopa. B nporpammax 00MeHa MTHOBEHHBIMHU COOOLIEHHUSAMH, B COLMAIBHBIX
CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKU COOOIIEHUH C OMPEICTICHHBIX aIPECOB;

8. Eciu  Tel cBumerens kuOepOywmHra. TBOM IEHCTBUSA: BBICTYIIMTH TPOTUB
npeciieIoBaTeNsl, MoKa3aTb €My, YTO €ro JAEWCTBUS OIICHUBAIOTCS HETaTUBHO, IMOJJEPKATh
KEPTBY, KOTOPOM HYKHA TIICHXOJIOTUYECKass TIOMOIb, COOOIMIUTh B3pOCIBIM O (akTe
arpecCcUBHOTO MOBEJICHUS B CETH.



MoOumnbHbIH Tenedon

CoBpemenHble cMapT(OHBI M IUIAHLIETHI CoAepkar B ceOe BIOJHE B3pOCIHbI
(GyHKIMOHAJI, W TENepb OHU MOT'YT KOHKYpPHUPOBAaTh CO CTAallMOHAPHBIMU KOMIIBIOTEpaMHU.
OpHako, CpeACTB 3aIUTHI ISl MOJOOHBIX YCTPOIMCTB MOKAa OYeHb Majio. TecTupoBaHHUEe W TOUCK
YSI3BUMOCTEM B HUX NMPOUCXOJUT HE Tak MHTEeHCHUBHO, Kak s EIK, To ke camoe kacaercs u
MOOHMIBHBIX PHIIOKCHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl yXKe MPaKTHUECKHU TOTHAIM HACTOJIbHBIE aHaJOTH,
OJIHAKO pacmmpeHre (yHKIMOHATa BIeYeT 3a COo0O0W OOJBIIYI0 CIOKHOCTh M MEHBIIYIO
3alUIIEHHOCTbD.

Jlamexo He Bce NMPOU3BOAMTENM BBITYCKAIOT OOHOBIEHHS, 3aKPBIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH ISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JUIsl 0€30MMaCHOCTH MOOUIIBHOTO TenedoHa:

Huuero He sBnsercs mo-HacrosimeMmy OecriaTHbIM. byabs octoposkeH, Benb Korja Tebe
npeanaraioT OecIIaTHbII KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe- TO TUIaTHBIE YCIYTH;

Hymaii, npexae yem otnpaButb SMS, dhoto wim Buaeo. Thl TOYHO 3HAENIb, TIE OHH
OyayT B KOHEUHOM UTOre?

Heo6x011M0 0OHOBIISATH ONEPAITMOHHYIO CHCTEMY TBOETO CMapT(OHa;

Vcrionb3yit aHTUBUPYCHBIE IPOTPAMMBI 11 MOOMJIBHBIX TeIe(OHOB;

He 3arpyxail npuioXeHHss OT HEM3BECTHOI'O HCTOYHHUKA, BEb OHM MOIYT COAEpPKaTh
BPEIOHOCHOE NMPOTrPaMMHOE 00ECTIeueHUE;

ITocne Toro kak THI BBIMIENIb C caifTa, re BBOAMI JHYHYIO WH(POpMAIHIO, 3alau B
HACTPOWKH Opay3epa u yjaaiau cookies;

[Teproanyecku npoBepsiii, KaKKUe IUIaTHBIE YCIYTU aKTUBUPOBAHBI HA TBOEM HOMEDE;

HaBaii cBoil HOMep MOOHMIIBHOTO Tele(oHa TOIBKO JIFOSIM, KOTOPBIX Thl 3HACUIb U KOMY
JIOBEPSIEILIb;

Bluetooth momxken ObITH BBIKITIOUEH, KOTJa ThI UM HE TMOJIb3yelibes. He 3a0biBait nHOTIA
POBEPATH 3TO.

Online urpsr

CoBpeMEHHBIE OHJIAMH-UTPBl - OTO KpPAaCOYHbIC, 3axXBaThIBAIOUIME Ppa3BICUCHHS,
00BETUHSIOIINE COTHU THICSY YEJIOBEK MO BceMy MHUpPY. WIrpoku MCCIenyloT AaHHBIA UM MHUD,
o0WIal0TCs IPYT C IPYroM, BBIOJHSIOT 3aJaHusl, CPAXKAIOTCS C MOHCTPAMU U TMOJIYYalOT OIIBIT.
3a yJIOBOJIBCTBME OHM IUIATAT: MOKYMAIOT AMCK, OIUIAYMBAIOT a0OHEMEHT WM MPHOOpPETaroT
KAaKHe-TO OILUH.

Bce »tu cpenctBa uayT Ha NOLAEpXKAHME U PAa3BUTHE UIPHI, a TaKKE Ha caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPU3ALMU, BBIYCKAIOTCS HOBBIE IaT4U
(umdpoBbIe 3aIUIATKU 7S IPOTPaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nonoOHBIX urpax CTOUT omacaThCsli HE CTOJIBKO CBOUX CONEPHHUKOB, CKOJIBKO Kpaxku
TBOETO NapoJisi, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPU3ALUHU OOJIBIINHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOTO aAKKAayHTa:

1. Ecnm apyroii urpok BeaeT ce0s MI0Xo UM CO3aeT Tebe HEMPUATHOCTH, 3a0I0KUPY
€ro B CIIUCKE UTPOKOB;

2. Tlokamyiics aJMUHMCTPATOPaM HUIPhl Ha IUIOXOE€ IOBEAEHHE OJTOr0 HIPOKA,
JKEJIaTeNbHO MPUIIOKUTH KaKUe-TO JOKAa3aTEIbCTBA B BUJE CKPUHOB;

He yxa3piBait nuunyro uHdOpMaIumio B npodaiie urpsl;
VYBaxall Apyrux y4acTHUKOB IO UTPE;
He ycranaBnuBaii HeodunaabHble TATYH U MOJIBI;
Hcnonb3yii ClI0KHBIE U Pa3HbIE IAPOJIN;
Jlaxe BO BpeMs UIpbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [Ioka ThI Urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIKMHT WIK Kpa)ka TUYHBIX JAHHBIX

OOBIYHOM Kpa)kell NIeHer W JIOKYMEHTOB CETOJHS YK€ HHMKOTO HE YIWBHIIb, HO C
Pa3BUTUEM HMHTEPHET-TEXHOJOTUM  3JOYMBIIIJICEHHUKH IEPEMECTUIINCh B HWHTEPHET, U
IPOAOJIKAIOT 3aHUMAThCS «ITIOOUMBIM» JIEJIOM.

Nk Ww



Tak nosiBUiach HOBasi yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (UIIMHT, IJIaBHAs LENb
KOTOPOTO COCTOHUT B MOJYYCHUU KOHQUICHIIMAIBHBIX TaHHBIX TOJH30BaTENIeld - JIOTHHOB U
naponeii. Ha anrmmiickoM si3bike phishing yuraercs kak ¢ummar (ot fishing - peiOHas noBms,
password - mapossb).

OcHOBHBIE COBETHI IO 0OPHOE ¢ PUIIUHTOM:

1. Cnemu 3a cBouM akkaynToM. Eciom Thl HOmo3peBaclib, YTO TBOS AHKETA OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 3TOM
KaK MOKHO CKOpee;

2. Ucnons3yii 6e30macHble B€6-CaliThI, B TOM YUCJIE, HHTEPHET-Mara3suHOB ¥ MOMCKOBBIX
CHUCTEM,;

3. Ucnonb3yil CI0KHBIE U pasHblE Mapojin. TakuMm o6pa3oM, eciau TeOs B3JI0MAloT, TO
370YMBILUIEHHUKU TOJy4YaT IOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, a HE KO BCEM;

4. Ecnmu Tebs B3iOMamM, TO HEOOXOAMMO MPEAYNPENUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe J00aBiieHbl y TeOS B APY3bAX, O TOM, YTO TeOsI B3JIOMaJH W, BO3MOXHO, OT TBOETO
MMEHH OyZIeT pacchlIaThCsl ClaM M CCHUIKH Ha (PUIITMHTOBBIE CANTHI;

5. Vcranosu nanexusiii mapoas (PIN) Ha MOOHIBHBIN TenedoH;

6. OTKII0YM COXpaHEHHE MapoIis B Opaysepe;

7. He otkpsiBail (aiiiel U Apyrue BIOKEHUS B MUCHMAxX, JaXKE €CIM OHU TPUILIM OT
TBOMX Jipy3ell. Jlydie yTouyHH y HUX, OTIPABIISUIN JI OHU TeOe 3TH (paitibl.

[Mudposas penyranus

[udposas pemyraius - 3TO HETaTUBHAS WM MO3UTHBHAS MH(POpPMAIHS B CETH O TeOeE.
Kommpomerupyromas uHpopManus, pa3MelIeHHAass B HHTEPHETE, MOXKET CEpPhe3HBIM 00pa3oM
OTPa3UThCS HA TBOCH peayibHOU ku3HU. «lludpoBas pemyramus» - 3T0 TBOW UMUK, KOTOPBIH
dopmupyetcst u3 nHpopMmanuu o Tede B UHTEPHETE.

TBoe MecTo JKHUTENbCTBa, Y4eObl, TBOE€ (PUHAHCOBOE TIOJOXKEHHE, OCOOCHHOCTH
XapakTepa M paccKasbl 0 OJM3KHUX - BCE 3TO HAKATIMBACTCS B CETH.

MHorue noApoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKAalMKU JTUYHON MH(OpMaluu B
HurepHeTe, He MOHMMAs BO3MOXKHBIX MOCIEACTBUU. ThI 1a)ke HE CMOXKEIIb J0TaJaThbCsl O TOM,
yTto pororpadusi, pasmerieHHas S JeT Ha3al, cTajia IPUINHONW OTKa3a MPUHSTH TeOs Ha paboTy.

KomMmenTapuu, pasmemienue TtBoux ¢ororpaduii u Apyrue JeHCTBUS MOTYT HE
UCYE3HYTh JaXK€ IOCJIE€ TOro, KaKk Thl HMX YAalulllb. bl HE 3HAEMIb, KTO COXPAaHHUI 3Ty
UH(pOpPMAITUIO, MOTAalia U OHA B MOWCKOBBIC CHCTEMBI M COXpAHWJIACh JIU OHA, a TJIABHOE: YTO
HOAYMAIOT 0 TeOe OKpYXKarollue JII0AU, KOTOpble HaWAyT M yBUAAT 3To. Haiitn nupopmanmio
MHOTO JIET CIIYCTSl CMOXKET 000 - Kak M3 J0OpbhIX MOOYXKAEHUH, TaK U C HaMepeHHEeM
NPUYUHHUTH BPEA. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aITUTE ITU(POBON peITyTaIuu:

1. Tlogymaii, mpexae YeM 4TO-TO MyONMKOBAaTH M IIEpeaaBaTh y cebs B OJ0re WM B
COILIMAJIbHOM CEeTH;

2. B HacTpoiikax npoQuis yCTaHOBH OIPAHUYEHMs HA IIPOCMOTP TBOETO MPOMUIIS U €10
COAEPKUMOTO, CAETal €ro TOJBKO IS PY3Eh»;

3. He pasmemaii ¥ He ykaspBaii HH(GOPMALUIO, KOTOPask MOKET KOTO-IM00 OCKOPOIATEH
W OOMXKAaTh.

ABTOpCKOE IIPaBo

CoBpeMeHHbIE IIKOJIbHUKU - aKTHBHBIE TOJb30BaTeNd IU(GPOBOrO0 MPOCTPAHCTBA.
OpHako najaeKko He BCE 3HAIOT, YTO IMOJIb30BAHME MHOTHMH BO3MOKHOCTSIMHU HHU(POBOro Mupa
TpeOyeT coOI0ICHNUs MTPaB Ha HHTEUICKTYaJbHYI0 COOCTBEHHOCTD.

TepMuH <«HMHTEIUIEKTyalbHas COOCTBEHHOCTHY» OTHOCUTCS K pPa3IMYHBIM TBOPEHHSIM
YEJIOBEUECKOr0 yMa, HauMHas C HOBBIX M300PETEHHMI W 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TMPOAYKTHl M YCIYyTH, W 3aKaHuWBas KHUTamH, ¢GotorpadusimMu, KUHODUIBMAMH U
MY3BIKaJIbHBIMH [TPOU3BEICHUSMU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha MHTEIUICKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAayKH, TUTEPATyphl M HCKYCCTBA. ABTOPCKHE MPaBa BHICTYIIAIOT B KAYECTBE TAPAHTHH TOTO, YTO
UHTEIUIEKTYalbHBIN/TBOPUECKUI TPy aBTOpa HEe OyAeT HampacHbBIM, JAAcT €My CIIpaBeAUBBIC



BO3MOKHOCTH 3apa0oTaTh Ha pe3yiabTaTax CBOEro TPYya, MOJYYUTh U3BECTHOCTh U MPHU3HAHUE.
Huxkro 6e3 pa3pemieHust aBTopa HeE MOXET BOCIIPOU3BOIUTE €TI0 IPOU3BEICHUE, PACIIPOCTPAHSTD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpoOAaBaTh, HMMIOPTHPOBATh, IMYCKaTh B MPOKAT, MYOJIUYHO
UCTIOJIHSAT, TOKa3bIBATH/UCTIONHATE B 3¢hupe nin pa3meniats B IHTEpHETE.

Hcnonp3oBaHue «upaTckoroy MporpaMMHOT0 00eCIeUeHUs MOXKET MPUBECTH K MHOTUM
pUCKaM: OT TMOTEpPH MAHHBIX K TBOMM aKKayHTaMm J0 OJIOKUPOBKM TBOETO YCTPOWCTBA, T/
yCTaHOBJIEHA HeJlerajibHas nporpamMma. He cTouT Takke 3a0bIBaTh, UTO CYLIECTBYIOT JierajbHbIe
¥ OeCIIaTHbIE MPOTPaMMBbI, KOTOPbIE MOKHO HAalTH B CETH.

O noprane

CereBu4ok.p) - TBOW TJTaBHBIM COBETUYMK B CETHU. 3IE€Ch Thl MOXEIIb Y3HATH O
0€30MacHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3BIKOM, & MPH BO3HMKHOBEHHHM KPUTHUECKON
CUTyallun O6paTI/ITbC$I 3a COBETOM. A Taxxke NPUHATH Y4aCTHC B KOHKYpPCax MU CTaTb CaMbIM
IU(PPOBBIM rpakIaHUHOM !



